
Policy Statement 
 
Denhams Productions Ltd (The Company) is committed to privacy by design and default and 
we comply with the General Data Protection in all our operations.  This policy and 
associated privacy notices will be kept under continuous review and aligned to guidance 
from the Information Commissioner’s Office. 
 
The Data Contact for The Company is Claire Stevens, Digital Project Manager.  The 
registered address of the Company is Boydell House, Quay West Studios, Old Newnham, 
Plymouth. PL7 5BH.  
 
We process personal data and special categories of personal data for the purposes of 
fulfilling contracts and agreements with employees, workers, freelancers, contributors, 
suppliers and clients; to meet our legal obligations and in our legitimate interests in the day 
to day operations of the Company including research and production of programmes.     
 
We collect the following personal data from data subjects:  
 

 Name 

 Age/date of birth 

 Gender 

 Contact details 

 Education details 

 Employment history 

 Details of qualifications 

 Health and medical data 

 Emergency contacts  

 Referee details 

 Nationality/citizenship/place of birth (from proof of right to work) 

 Copy of passport if not covered by above 

 Salary and benefits  

 Bank account details 

 National insurance number 

 Driving licence number 

 Visa applications 

 Maiden name 

 Details of partner/spouse and any dependants  
 
The Company collects personal data from: 
 

 Employees 

 Workers 

 Freelancers 

 Suppliers 

 Contributors and potential contributors 

 Clients 



 

1. Definitions 
 

 Data subject - a living individual who is the subject of personal data; 

 Personal data - any information about a data subject; 

 Data controller - individual or entity that determines how and why personal data is 
processed; 

 Data processor - third party individual or entity responsible for processing personal 
data on behalf of a controller (not employees); 

 Data Contact a person appointed by an organisation or organisations to be the data 
protection lead;  

 Special categories of data:  personal data which requires additional protection 
where there are significant risks to individual’s rights and freedoms, see section 4.6 
for a full definition; 

 Data processing all data activities including collecting, utilising, retaining, sharing, 
and destruction of data.  
 

2. Duties  
 
2.1 Employees and workers 
Employees and workers are expected to comply fully with this policy and failure to do so 
may result in disciplinary action against the employee or worker.   
 
2.2 Freelancers and suppliers 
Freelancers and suppliers will be informed of their data protection duties as data processors 
by The Company in their respective contracts.   
 
2.3 Managers 
Managers are additionally expected to lead by example in data protection and to ensure 
their teams are following procedures put in place by the Company to ensure GDPR 
compliance.  Failure to do so will be a performance issue and may lead to disciplinary 
proceedings.  
 
3. Procedure 
 
3.1 Clean Desk Policy 
The Company has implemented a ‘clean desk’ policy where all personal data is locked away 
when not in use and at the end of the day. 
 
3.2 Use of consent 
Where we rely on consent to process personal data, we notify data subjects that they may 
withdraw their consent at any time and we tell them how to do so. 
 
3.3 Subject Access Requests 
We respond to Subject Access requests, and all other requests from data subjects where they 
are exercising their rights under the GDPR without undue delay and within 30 days.  
 



3.4 Impact Assessments 
We carry out Data Impact Assessments for any new projects and we carry out Legitimate 
Interests Assessments for any personal data we process on this basis.  Completed assessments 
are kept in the Policies and Procedures folder with this policy.  
 
3.5 Encryption and secure transfers 
Where we have a requirement to transfer data to third parties, we do so by the most secure 
method available to us, and use encryption where possible for special categories of data; 
 
Where we have a requirement to transfer data outside the EU, we endeavour to do so only to 
countries with equivalent or stronger privacy rules than the GDPR but where this is not possible 
we rely on secure technology including encryption and use the most secure method available to 
us. 
 
3.6 Supplier and client agreements  
We have agreements in place with our suppliers and clients which specify agreed data 
protection practices that align to this policy. 
 
3.7 Response Plan 
We have a Response Plan in place in case of data breaches and this is detailed in section 10. 
 
3.8 Training of employees and workers 
All employees and workers who handle personal data as part of their day to day role are 
required to complete training on their duties under the policy, on best practice and what to do 
in the event of a data breach.   Employees and workers who handle special categories of 
personal data as part of their day to day role receive additional training.  The purpose of the 
training is to ensure employees and workers have the information they need, understand their 
duties regarding personal data and to embed a culture of good data protection practice.   
 
3.9 Privacy notices 
We notify data subjects of their rights by providing them with our privacy notice(s) at the point 
when personal data is collected, by making our privacy notice easily accessible on our website 
and by providing ‘just-in-time’ privacy information online and over the telephone.  
 

4. Processing of data 

Consideration is given to the most appropriate lawful basis for each data process.  Where we 
are processing special categories of data we also consider the Article 9 condition for processing 
which may or may not be linked to the lawful basis as outlined in section 3.5.   
The lawful bases the Company uses for processing data are consent, contract, legitimate 
interest, legal obligation and in exception cases, vital interest. 
 
4.1 Data processed based on consent 
We process some personal data with the explicit consent of the data subject including but 
not limited to:  

 personal information in order to obtain a medical report or health report; 

 potential contributions not covered by copyright or licensing agreements; 



 medical or health details; 

 job applicant and candidate data for recruitment including the transfer of data to 
third parties as part of the recruitment process; 

 images and video not covered by copyright or licensing agreements; 

 marketing and promotions. 
 
4.2 Data processed based on contract 

 Contracts of employment; 

 Contribution agreements and licensing agreements; 

 Contracts for services with suppliers and freelancers; 

 Contracts for services for professional services including legal and financial. 
 
4.3 Data processed based on legal obligations 
The Company is required to obtain, record and supply the following personal data to 
government bodies and other regulatory bodies to fulfil our legal obligations: 

 Home Office: Proof of right to work;  

 HMRC: Name, birthdate, contact details, tax and pay information; 

 Pensions Regulator: Name, birthdate, contact details and pensions details as 
required; 

 Health and Safety Executive: details of incidents and near misses, site register; 

 DBS checks and other safeguarding information; 

 Visa applications. 
 
4.4 Data processed based on legitimate interests  
In addition to the above The Company has a legitimate business interest to process the 
following: 

 Personal data to meet conditions of our insurance 

 Qualifications for freelance and some suppliers  

 Education and experience (some of which may be contractual); 

 Appraisal and other performance management information including disciplinary; 

 Informal conversations relating to conduct; 

 References; 

 Personal data processed for access id to controlled location such as military bases. 
 
4.5 Data processed based on vital interests 
Health or medical data communicated to medical staff in the event of the data subject being 
unable to communicate for themselves in a medical emergency. 
 
4.6 Special categories of data  
The GDPR defines special categories of data as data which may pose risks to an individuals’ 
fundamental rights and freedoms.   Examples of special categories of data include but are 
not limited to: race; ethnic origin; politics; religion; trade union membership; genetics; 
biometrics (where used for ID purposes); health and sexual orientation.   
  
As well as the lawful basis for processing, special categories of data will be processed by The 
Company in accordance with one of the following Article 9 conditions: 



(a) the data subject has given explicit consent to the processing of those personal 
data for one or more specified purposes; 
(b) processing is necessary for the purposes of carrying out the obligations and 
exercising specific rights of the controller or of the data subject in the field of 
employment. 
(c) processing relates to personal data which are manifestly made public by the data 
subject. 

 
5. Transfer of data to third parties 
 
We transfer personal data about employees, workers and freelancers to third parties to 
meet our legal obligations, in our legitimate interests and to fulfil our contracts.  Where 
required we obtain consent before doing so. We transfer data to:  
 
Government agencies including but not limited to: 

 HMRC; 

 Home Office; 

 Office of National Statistics; 
 
Regulatory bodies: 

 Health and Safety Executive; 

 Pensions Regulator; 
 
Professional advisors: 
 

 Legal and financial; 
 
Suppliers: 

 Insurers; 
 
Clients: 

 Broadcasters;  

 Digital clients. 
 

6. Transfer of data outside the EU 

6.1 Production folders 

When on location limited personal data for employees and workers are kept on location in a 
production folder.  This data is not transferred to other persons but instead used as a 
location record to ensure the smooth running of the production.  Data includes emergency 
contact data, copies of driving licence, passport and visa and any health data that may need 
to be acted on while on location in an emergency.   
 
Production folders are kept with the location manager when on location and locked away 
securely when not in use wherever reasonably practicable. 
 



6.2 External services 
 
Personal data may also be held on Sage (payroll provider) and Cloud based IT devices, which 
means that personal data may be transferred outside of the EU. Where this is the case, Sage 
and the Cloud based IT device has confirmed that it has appropriate safeguards in place. For 
example, we use dropbox which transfers data to the US. dropbox are certified under the 
EU-US Privacy Shield Framework. This means that the country to which your personal data is 
transferred (the US) is deemed to provide an adequate level of protection for your personal 
information. 
 
6.3 Security of data 
 
Where we transfer personal data outside the EU, we endeavour to transfer to countries 
with an equivalent or stronger privacy framework as that of the UK. Where this is not 
possible, we use secure technology as outlined above and always transfer only the personal 
data that is strictly necessary and using the most secure method available to us.  
 
We may transfer job applicant data to broadcasters as part of our recruitment process or as 
part of a visa application which falls under our legal obligations below. This may occasionally 
be outside the EU as detailed above.  
 

7. Keeping personal data up to date 
 
The GDPR places a duty on The Company to ensure that any personal data it processes is 
accurate and up-to-date. It is also the responsibility of the individual employee and worker 
to inform The Company of any changes to the personal data that they have supplied to The 
Company. 
 

8. Retention of data 
 

Data set Lawful basis  Length of retention 

   

Potential contributor contacts Consent Until end of production if not used 

Potential contribution Consent Until end of production if not used 

Copyright, licensing and 
performance agreements 

Contract For as long as the copyright or licensing 
is in force 

Applicant data Consent 6 months after recruitment decision 

Candidate data Consent 6 months after recruitment decision 

Freelancers Contract 1 year after production ends unless 
freelancer consents for The Company to 
keep details on file indefinitely for 
possible future work 

Images and videos not subject 
to copyright or licensing 

Consent 1 year 



Image and video footage 
covered by copyright or 
licensing agreement 

Contract For as long as the copyright or licensing 
is in force 

Transcribed notes from video 
footage covered by copyright 

Contract For as long as the copyright is in force 

Health and medical 
information 

Consent and 
vital interests 

To end of production for potential 
contributors, freelancers and some 
suppliers  
Six years after end of employment for 
employees and workers 

Health and Safety incidents 
and near misses 

Legal 
obligation 

3 years after incident or to age 21 for 
children 

Employee or worker contract Contract 6 years after end of employment 

Performance management 
including appraisals 

Legitimate 
interest 

6 years after end of employment 

Other employee or worker 
data 

Legitimate 
interest 

6 years after end of employment 

Financial records Legal 
obligation 

7 years 

Qualifications Legitimate 
interest 

6 years after end of employment 

Production contract Contract 6 years after production finishes 

Minutes of production 
meetings 

Legitimate 
interest 

6 years or longer if required for 
insurance 

Other personal data not 
mentioned above 

Legal 
obligations 

As long as the legal obligation exists 

Other personal data not 
mentioned above 

Legitimate 
interests 

As long as required to meet legitimate 
interests such as conditions of insurance 

   

 

9. Technical and organisational security measures 

The Company employs an external IT consultancy to manage its IT provision.   
With all data processing, consideration will be given to the safest method of processing the 
data before processing begins.   For this section ‘devices’ refers to pcs, Macs, production 
computers, tablets, laptops and smartphones.  
Physical security 

 Access to the building(s) is by keys and key fob;  

 Personal data in hard copy is kept in locked file cabinets with access limited to only 
those staff who need access to the information to carry out work for the Company;   

 The Company has a ‘clean desk’ policy which means personal data is not left on 
desks overnight;   

 Personal data and special categories of personal data in hard copy is disposed of using 
secure ‘one-way’ bins which are collected by a third-party provider; 

IT measures in place 

 Personal employee and worker data in electronic form is secured on the Microsoft 365 
cloud of The Company, and/or on Google Drive; 



 user passwords are changed regularly;  

 all Company devices are password protected;  

 antivirus software is run on all Company devices with internet connectivity;  *  

 Remote access is via VPN for some employees and workers and via MS Office 365 where 
this is not possible depending on broadband provider;  

 For international work, some personal data is accessed remotely using Google Drive;  

 Only phones and devices issued by the Company are used to process personal data on 
behalf of the Company.  * 

 The Company uses dropbox, WeTransfer and Crashplan by Ceejay to transfer and 
store large files.  

 When data is transferred to a third party, every reasonable precaution is taken to 
keep your personal data secure.   

 Backups are carried out regularly and stored securely off site.  
 

10. Action in the event of a data breach 
 
Data breaches include the accidental sharing, loss, destruction or theft of personal data.  
In the event of a data breach as described above, the individual who is aware of the breach 
must contact Claire Stevens, the Data Contact, as soon as reasonably possible and provide 
full details of the breach.  Claire will assess the severity of the breach and implement the 
Response Plan as outlined below: 
 

1. Where possible we will make every effort to retrieve the data; 
2. Where there is a significant risk to the rights and freedoms of a data subject or group 

of data subject(s) we will notify the ICO within 72 hours of the breach providing as 
much detail about the nature of the breach, what personal data is at risk and the 
steps we are taking to mitigate the risk; 

3. Where there is a significant risk to the rights and freedoms of a data subject or group 
of data subjects we will notify the data subject(s) of the breach as soon as 
reasonably possible;  

4. When we inform data subject(s) of a breach we also advise them of support available 
from the ICO; 

5. We document all data breaches, including those not deemed significant enough to 
report to the ICO.  A record of all data breaches is kept securely by the Data Contact; 

6. We will use the information gathered from the data breach to improve our data 
security processes and update this policy and update our data protection training 
accordingly.  

 
This policy is kept under continuous review. 
May 2018 
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